PROCEDURE - WTO WEBMAIL AND REMOTE DESKTOP ACCESS ON A

MAC OPERATING SYSTEM
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I. DESCRIPTION

This document explains how to install Ivanti Secure VPN Application on personal MacOS
computer to remotely connect to your WTO E-mail and/or WTO computer, as if you are
sitting in front of your WTO computer.

The benefit of using this is that it's easier, faster and have options to suspend/resume
session. This is recommended for users who access the WTO network frequently from the
same computer.

II. FIRST TIME CONNECTION SETUP INSTRUCTIONS

Install and configure Ivanti VPN client on your Mac

1. Download the Ivanti VPN client from http://vpndocs.wto.org
Or click below link
http://vpndocs.wto.org/Ivanti Clients/Ivanti-Mac.dmg

Ivanti Secure VPN Client for Mac and Windows OS

Ivanti Secure is a piece of software that handles the connection between your home computer
or laptop and the WTO network. (Pre-installed on WTO laptops)

Click here to download Ivanti Secure VPN client for Personal WINDOWS OS (64 bit).
Click here to download Ivanti Secure VPN client for Personal WINDOWS OS (32 bit).

Click here to download Ivanti Secure VPN client for MAC OS
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2. Install the Ivanti Secure VPN client from your "Downloads" directory.
Double click Ivanti-Mac.dmg file:

ev e > Downloads » Q

¥y Axnicp & Ivanti-Mac.dmg 105.6 ME kIm
@ Recents

A Applications

[= Desktop

Documents

@® Downloads

Click "Continue" and finish installation:

@ & Install lvanti Secure Access

Welcome to the Ivanti Secure Access Installer

X Welcome to the Ivanti Secure Access for Mac installer. You
@ Introduction will be guided through the steps necessary to install this
software.

Kl a
Ivantl Continue
L y

In Menu Bar, the Ivanti Secure VPN client icon should be available:

E (the Ivanti Secure VPN client)

Click on the Ivanti Secure Icon and press on "Open Ivanti Secure Access Client":

Open lvanti Secure Access Client

Ivanti Secure A Client:No active connections

Exit
3. Add connections in the Ivanti Secure Access Client:
In the Ivanti Secure window, click on the "+" to create a new connection:

Type = Policy Secure (UAC) or Connect Secure (VPN)
Name = iconnect
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Server URL = https://iconnect.wto.org Click
on "Add".

Type: = Policy Secure (UAC) or Connect... E
Name: iconnect

Server URL: https://iconnect.wto.org

Connect Cancel [ Add |

4. Start the secure connection by click on "Connect":

] e £ Ivanti Secure Access Client

Connections

> Iconnect Connect I
Disconnected

5. When prompted for your credentials, enter your WTO user name and password
and then click on "Connect":

£ Iconnect

Password: |eeessees

User Name: ysername ‘

Save settings Cancel

6. You will be prompted for your token, type it and click on "Connect":

Secondary User Name:

username

Please enter your secondary token information:

Cancel

Install and configure "Microsoft Remote Desktop 10" by using App Store.

Prerequisite:

Before configuring the Microsoft Remote Desktop application, you need to have your WTO
computer name, in order to find it, go to your WTO computer, click on the Windows
button or the magnifying glass on your taskbar and type "PC name", then open "View your
PC name".
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Search Work  Apps  Documents  Web

Best match

View your PC name

System settings

Search work and web .
View your PC name
p o) pc name - See work and web results System settings
0 pc name change
b pc nametag
£ pc name pc
pel pc name ip
pe) pc names fortnite
£ pcname cmd
£ pc name of this computer
£ pc name change in windows 10
pe] pc namen anzeigen
<
am
=
Settings
@ Home About
Find a setting > | Your PC is monitored and protected.
System See details in Windows Security
=0 Device specifications
) Device name XXXXXXX
4 Sound .
Processor Intel(R) Core(TM) i5-10310U CPU @ 1.70GHz 2.21
D Notifications & actions
GHz
Installed RAM 16.0 GB (15.6 GB usable)
QD Focus assist Device ID 4E3898EB-5AAC-4436-ADSA-3A9040EFBD12
. Product ID 00329-00000-00003-AA652
O Powergsicep System type 64 bit opcrating system, x64 bascd processor
Pen and touch No pen or touch input is available for this display

3 Battery

Use the Full device name to add it to the Microsoft Remote Desktop application.
Please follow the steps below to install and configure the application.

1. Search and install the "Microsoft Remote Desktop 10" app from your App store
and open the application.
If you get a prompt asking if you allow this application to access your microphone
and camera, click yes. If you do not get this prompt, open System Preferences
and go to Security and Privacy, In the left-hand menu, select Microphone and

|[eutajur - OLM



make sure Microsoft Remote Desktop appears and is checked, do the same for
the camera.

Microsoft Remote Desktop 10 =

Use the new Microsoft Remote Desktop app to connect to a remote PC or virtual apps and desktops made available by your
administrator. The app helps you be productive no matter where you are.

Configure your PC for remote access first by download the Remote Desktop assistant to your PC and let it do the work for you:...

What's New in Version 10.2.3
Thanks for all the feedback sent to us through the App Store, in-app feedback and email. We're working hard to make this app

m better with each release. In this version we addressed the following issues:...
More
® < iiif  Security & Privacy Q

General FileVault  Firewall Privacy

Location Services Allow the apps below to access your microphone.

. Contacts

Calendars

Microsoft Remote Desktop

% Reminders

‘ Photos
n Camera

ﬂ Microphone

ifily Speech Recognition

Accessibility

ﬁ Click the lock to make changes. ?
|
I
[ X°} < Security & Privacy Q
General  Filevault ~ Firewall Privacy
. Location Services Allow the apps below to access your camera.

. Contacts
Microsoft Remote Desktop

Calendars

i Reminders
‘ Photos

:l: Microphone

il Speech Recognition

Accessibility

& Click the lock to make changes. ?

o

2._O'hc'é' installed, open the "Micros-bft Remote Desktop" application. Then add
"Desktop" by clicking "+" and then "Desktop" or on "Add a PC" button:
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® [ ] Microsoft Remote Desktop

@ v v PCs Workspaces Q

Ada your first PC connection
10 get started.

Add PC

4. Type your PC name and go to the tab "Display". If you have more than one screen
at home, select the option "Use all monitors". This will show your remote Desktop in

all the screens you have available.

[} Microsoft Remote Desktop

@~ + v PCs Workspaces Q

Add PC
1

PC name: || xxxxxxx.cwrwto.org|

Useraccount: | A« XXXXXX.cwrwto.org O i
2

General Display | Devices & Audioc  Folders |

Resolution:
3 ]
Use all monitors

Fit session to window

Color quality: ~ High (32 bit) (2]

5. Go to the tab "Devices & Audio" and mark all the boxes as indicated in the
screenshot below, this will allow you to use all your peripherals from home. Once you
have modified all the settings, click on the button "Add" to save your remote desktop
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Add PC

PC name: Ixxmxx.cwr.w‘tn.org

User account:  Ask when reguired

1

General  Display Folders

Choose the devices that you want to use in the remote session and
configure remote audio settings.

Printers
Emart cards
Microphone

Cameras

Clipboard mode: ~ Bidirectional
Play sound:  On this computer

6. Right click on your remote desktop and select "connect", this will prompt you to
introduce your username (CWR\xxxxxxxxx) and password

5

e0e@ i p
B = Ov +v ~ PCs Workspaces Q Search

XXXXXXX.CWrwto.org
No user account

Enter your user account

This user account will be used to connectto[_______ Jwto.org
(remote PC).

User Name: Icwr\username l

Password: looooo.ooooo |

cancel

It may prompt alert about certificate if this is the first time you access your PC. Click
"Continue":
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You are connecting tothe RDP host [ | The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do

. e you want to continue?

Show Certificate Cancel [ Continue |

7. When you are done working, sign out from your Windows session.

Change account settings
Lock

Sign out

% Switch user

Documents

Pictures

Settings

Power

£ Type here to search

8. Finally, disconnect yourself from the VPN connection via the Ivanti Secure client:

eoe £ Ivanti Secure Access Client |

Connections.

— O (o)

Connected

Server URL: iconnect.wto.org
Compliance: Meets security policies

III. WTO WEBMAIL ACCESS

1. To access webmail
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e Connect IVANTI VPN previously installed on your PC (see Install and configure
Ivanti VPN client on your Mac).

e Open a new browser page.

e click here https://mail.wto.org/owa or type (copy and paste) to address bar.

e Type your WTO email address and password. Mails will be accessible through
browser.

ece M- < > Sign in to mailwto.org x & +

Sign in to mail wto.org:443
1 be ser

Your login information will be sent securely.

Remember this password

Cancel  Signin

IV. INTERNET ACCESS DURING THE VPN SESSION

Note: During the VPN session, Internet Access on your MacOS device will continue to work.
For security reasons, all internet traffic will pass through the WTO network, which might
cause some slowness in internet browsing and some sites could be blocked.

Personal Wi-Fi printers on your MacOS device will be disabled for security reasons. Suspend
the VPN connection for temporary use of local printers and resume to connect VPN session.
USB printers can be mapped.

If internet access not working with the Ivanti Secure connected, please change the 'proxy
settings', as follows:

Open System Preference-> Network ->Wi-Fi->Advanced->Proxies-> check Auto Proxy
Discovery.

After changing the settings, disconnect and reconnect Ivanti.

< > SEEE Network Q, Search

=" Wi-Fi

Wi-Fi  TCP/IP  DNS  WINs  802.1x |Gl Hardware

Select a protocol to configure:

Auto Proxy Discovery

| Automatic Proxy Configuration
| Web Proxy (HTTP)

| Secure Web Proxy (HTTPS)

**** End of document ****x*
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