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1. Description

This document shows you how to install the Netskope VPN app on your personal
MacOS computer. It lets you securely connect to your WTO computer from
anywhere, just like you're sitting at your desk.

2. One-Time Setup Instructions for Netskope Connection

Procedure for Installing and configuring the Netskope ZTNA Client on MacQOS Private
Computer

2.1. Requirements

Before you begin, make sure you have:
e Admin rights on your Mac
e Your WTO email address, password, and RSA token
¢ A stable internet connection (at least 5 Mbps)
e All other VPN apps closed (e.g., lvanti)

2.2. Download the Installer

e Open the link:
https://vpndocs.wto.org/NSClients/NSClient for private macos.pkg
e Or Download the Netskope ZTNA client from http://vondocs.wio.org

2.3. Run the Installation
a) Go to your Downloads folder and double-click the file "NSClient.pkg"
©

Downloads

E NSClient.pkg
1 ,31 MB [

b) The installation wizard will open. Click Continue and follow the on-screen
instructions. Be careful with the next step, a pop-up window will appear after
this step, please read step 2.4 before closing the pop-up.

‘& Install Netskope Client

Installing Netskope Client

» |introduction

 |Destination Select]

gmstallation Type

© [installation Preparing Netskope Client...

c) If your Mac asks for permission, enter your Mac administrator username and
password.
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https://vpndocs.wto.org/NSClients/NSClient_for_private_macos.pkg
http://vpndocs.wto.org/

2.4, Allow the System Extension (mac OS Tahoe, from 2025)
During installation, macOS will show a security prompt saying: "System Extension

Blocked". This is normal for Macs.

a) On that prompt, click the Open System Settings button. (If the window doesn't
open automatically, manually go to: System Settings > Privacy & Security).

@

'/

|
“Netskope Client” would like to
use a new endpoint security
extension

You can enable this extension in
Login ltems & Extensions. Endpoint
security extensions run in the
background and can monitor
system events on your Mac.

| Open System Settings

b) It will appear an screen like this where you just need to slide the tab of
Netskope Client and click on "Done". After that introduce your credentials.
‘\;o\

Endpoint Security Extensions
U Endpoint security extensions can help detect malicious activity. These

y extensions run in the background and can monitor system events on E
your Mac 35
o '

. Netskope Client =) —

NetskopeClientMacAppProxy -]

=+
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=

Dj 8
8

c) After the credentials, you will receive this message for adding Proxy
Confi‘%hllJroJ’rions, just click on "Allow"

7ern-Trust

J'

“Netskope Client” Would Like to

actvil  add Proxy Configurations led b
em eve

t:

All network activity on this Mac
may be filtered or monitored.

2.4.1.Grant Full Disk Access
Netskope needs this network permission to work securely:

a) In the same Privacy & Security screen on your Mac, find and click on Full Disk
Access.
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b) Locate Netskope Client in the list of applications
c) Toggle the .SW.i,IEh so it turns blue (ON).

ta Comnuter 1Zero-Trist VPN Il Connecl

n
eoe < Full Disk Access

Q WFJ‘ Allow the applications below to access dala like Mail, Messages, Safari,
= Empea—re Home, Time Machine backups and certain administrative settings for all

5ers this M: u
© pesktop & Dock il

&3 Displays com.micrasoft.autoupdate

(&) spotlight @ Google Chrome

) Wallpaper

— | NetskopeClienthacAppProxy [ @) l
I3 Notifications. el

£ sound y

Focus

16 screen Time

1<

1B Lock Screen

() privacy & Security

0 Touch ID & Password

) Users & Groups

Internet Accaunts e
o
@ Game Center
u

% iCloud
iClou: | A

2.5. Allow the System Extension (older version)
During installation, macOS will show a security prompt saying: "System Extension
Blocked". This is normal for Macs.

d) On that prompt, click the Open System Settings button. (If the window doesn't

open automatically, manually go to: System Seftings > Privacy & Security).
System Extension Blocked

The application “Netskope Client” tried
to load new system extension(s). If you
want to enable these extensions, open
Privacy & Security in System Settings.

e| Open System Settings |
L3

e) Scroll down until you see the message: "System software from application
‘Netskope Client' was blocked". Click the Allow button.

System software from application “Netskope Client” was blocked

from loading.
Allow
O[]

f) If needed, enter your Mac's password to confirm this permission.

2.5.1.Grant Full Disk Access

Netskope needs this network permission to work securely:

g) In the same Privacy & Security screen on your Mac, find and click on Full Disk
Access.

h) Locate Netskope Client in the list of applications

i) Toggle the switch so it turns blue (ON).
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&%’ Netskope Client [ @)
# Netskope Endpoint DLP e ([ @)

NetskopeClientMacAppProxy (Q

2.6. Enrol Netskope Client

When the installation finishes, a small window will pop up asking for your

organization's name
a) In the empty field, type: wto, then Click Next.

N

Netskope Tenant:

goskope.com

2.7. Sign In

1. Open the Netskope icon E from the top menu bar or applications folder.

2. Sign in with:
¢ WTO email address (firstname.lasthame@wto.org)

¢ WTO password
e RSA token (if requested)

3. One-Time Setup Instructions for Remote Deskiop
Connection

3.1. Prerequisite for Remote Desktop Connection

Before you start:
1. Have your WTO computer name ready. To find it:

1. Click the Windows Start button, then Type "pc name".

2. Open View your PC name.

3 Web  Settings  Folders Photos

3. Copy the full device name (xxxxx.cwr.wto.org).
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3.2. Configure Remote Desktop Connection

wn -

Make sure you have Netskope ZTNA installed and connected.
Search and install the "Windows App" app from App store.
Open the Windows App.

Q windows App = osen

In Windows App, Click + — Add a PC.
ene M Devices v e L

Add Work or School Account

Q Search 4
> Saved Devi
Add Workspace

¥ Favourites Adi PC

B Apps

Type your Full device name (xxxxxx.cwr.wto.org). Go to the Display Tab. Click

on "Use all monitors" to display your remote desktop in all available monitors.
Add PC

PC name: I XX)O(X)O(.cwr.wto.ord I

Credentiffls: Ask when required

Gen®al Devices & Audio Folders

Go to Devices & Audio and Enable all items and Click Add to save.

Add PC

PC name: I XXXXXXX.cwr.wto.ord l

Credentials:  Ask when required

General Display |Devices & Audio] Folders

Choose the devices that you want to use in thiyremote session and
configure remote audio settings.

Redirect: Printers
Smart cards
Microphone
Cameras

Cancel |
From Windows App, It will be saved on Devices.
Devices Q=L @

7 XXXXXXX.cwr.wto.org
No credentials
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4. Subsequent Use of Netskope ZTNA and Remote Desktop

4.1. Connect to Netskope ZTNA

1. Find the Netskope icon E from top menu bar or applications folder.
2. Click the Netskope icon.
3. Click Enable All Client Services.

A X () wy <

Services

Internet Security

Private Access

3 Enable All Client Services

4.2. Verifying your connection

1. Click the Netskope icon E from top menu bar or applications folder.
2. A green check mark confirms that the service is connected.
*° X Wy <

Services
Internet Security
Private Access

Disable All Client Services

You are now connected and can access the internet and Remote Desktop
Connection to access your WTO computer through Netskope ZTNA.

After connection, you will have access to WTO's internal IT resources like intranet,
network drives, and outlook only through a Remote Desktop connection to your
WTO computer. Access to WTO IT resources directly from a private computer is
not permitted.

Internet traffic: When connected, your internet traffic goes through the Netskope
cloud, that helps protects from malicious sites.

Disconnect (Disable all client services) if you do not need WTO access and prefer
direct internet access.

4.3. Connect to Your WTO Computer and Work Remotely
1. Open the Windows App Devices.
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Devices QR =y @

1 XXXXXXX.cwr.wto.org
No credentials

2. Click on the saved device to connect to your WTO computer remotely.
@

Connecting to 9
JXHXXXXXX.cwrwto.org

Initiating remote connection...

Cancel

og in using your WTO username (cwr\username) and password and Click
continue.

w
—

Enter Your Credentials L)

These credentials will be used to connect to
XXXXXXX.cwr.wto.org (remote PC).

[Username: cwrlusername

Password: fnnnonu.q |

Show password

Cancel

4. 1t may prompt alert about certificate if this is the first time you access your PC
and Click continue.

You are connecting to the RDP host " XXXXXXX .cwr.wto.org". The certificate
couldn't be verified back to a root certificate. Your connection may not be
secure. Do you want to continue?

Show Certificate Cancelo
5. When you are done working, sign out from your Windows session. Click the
Netskope icon and Click Disable All Client Services.

4.4, Disconnecting Netskope safely

1. Click the Netskope icon E in the Menu bar (top of the screen), or

Application folder.
2. Click on Disable all client services.
GRS Wy 7

Services
Internet Security

Private Access

2 Disable All Client Services

3. Your internet traffic will now go directly to the internet (not through
Netskope).
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A X @ W 7

Services
Internet Security
Private Access

Enable All Client Services

5. Uninstalling Netskope Client

1. Search for Remove Netskope Client.
2. Type your admin credentials.
3. Click OK to uninstall.

6. Technical Support

In case you need technical support, please open a ticket at ¢ ServiceNow
portal or through the @l ServiceNow Agent in MS Teams.
For urgent help with an IT problem, please call us on extension ¥, 5555 (+41 22

739 5555).
Learn more about «~ Service Desk call monitoring.
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https://wto.service-now.com/sp_wto?id=sc_category
https://wto.service-now.com/sp_wto?id=sc_category
https://teams.microsoft.com/l/app/6dcd4af0-4677-4215-af52-89e6aed44214?source=app-bar-share-entrypoint
tel:5555
https://wp-intranetworking/wp-content/uploads/service_centre_calls.pdf

