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1 Description

This document shows you how to install the Netskope VPN app on your personal
Windows computer. It lets you securely connect to your WTO computer from
anywhere, just like you're sitting at your desk.

2 One-Time Setup Instructions for Netskope Connection

Procedure for Installing and configuring the Netskope VPN Client on Windows
private computer.

2.1 Requirements

Before you begin, make sure you have:
1. Admin rights on your private computer

2. WTO email address, password, and RSA token
3. Internet connection with a minimum of 5 Mbps download/Upload
speed

4. Close any active lvanti or any VPN sessions.

2.2 Download the Netskope client installer, use Google Chrome:
1. Click direct download link for Windows:

https://vpndocs.wto.org/NSClients/NSClient for private windows.msi

2. Or Download the Netskope VPN client from http://vpndocs.wto.org

2.3 Downloading with Microsoft Edge (additional step).

1. We recommend downloading the installer with Chrome. If you
download it with Microsoft Edge, Edge displays a warning because it
does not recognize the origin of the file. To keep the file:

2. Click the three dots (---) next to the download and select Keep.
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https://vpndocs.wto.org/NSClients/NSClient_for_private_windows.msi
https://vpndocs.wto.org/NSClients/NSClient_for_private_windows.msi
http://vpndocs.wto.org/

Netskope Cient
Private Computer || (zaro-Trust VPN Applcation)

Usar Guides For Netskope Chent

Usee Guigs for Remote Desklop Connection (RDC) 1o your
WTG computer from Personal WINDOWS OS.

User Guade for Remote Deskiop Connection (RDC) 10 your
WTG computer from MAC OS.

LUser Guide for Remote Deskiop Connection (RDC) 1o your
WTO computer from iPad.

Uiser Guida for remote access from WTO WINDOWS.

LAPTOP.
MNetskope Client for Mac and Windows 0S “ Printing from Home
Netskope Client (5 & koo of saftware that handies the |
‘connectian betwean your home computer of (aplop and the || Printing from a WTO laptop to a privatemome printer is
WTO notwork, (Pre-Instaled on WTO laglops) o longer technicalty possibl
Due o necessary securfy resiricions we hax o place to

Click hers to download Netskope et for Personal aveid untested updates being appiied to WTO worksiations,
WINDOWS 0S WTO kaplops cannol cornect to persanal priners, whether by

USB or WiFi
Click haes to download Netskope cient for MAG OS.
Workaround: To print documents, please Lse your
Click nerg to download Netskope prafie confi fle for " anciner
108 dovices

[ Workd Trade Organiation Password Poiy

Glick ners to wew the WTO Password Polcy,

3. A confirmation message appears. Click Show more, then click Keep

anyway. The installation file is now available.

A NSClient_for_private_windows (2)msi isn't commonly |l e L e e g s s s

Make sure you trust

Make sure you trust . . .
N A i P R ind & NsClient_for_private_windows
4 NSClient_for_private_windows (3).msi before you open it

(3).msi before you open it

Microsoft Defender SmartScreen couldn't verify dowrloaded. Make sure yor

if this file is safe becat ommonly downloading or its sourc before you

aded. Make sure you trust the file you're
dir e bfors v a7 Name: NSClient_for_private_windows (3).msi

: ading or its source before you open it Paeher Uninonm

Name: NSClient_for_private_windows (3).msi Show less  ~
' Publisher: Unknown

Report this app as safe

i Laarn more
i

Cancel [

2.4 Install the client:

1.

Run the downloaded installer file. Double-click NSClient.msi

() > Downloads

Windows will prevent Netskope, but it is safe to install, click on ‘More info' and

click on 'Run anyway"'

ed
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2. When prompted for Tenant, Type "WTO" and Click Next

N

Netskope Tenant:

—

3. Follow the on-screen steps to complete the installation.

2.5 Sign In:
1. Open the Netskope client from the system tray (bottom right of your

[PUIBIUl - OIM

screen).
2. When prompted, sign in with:

e  WTO email address (firsthname.lasthame@wto.org)

e WTO password
e RSA token (if requested)

3 One-Time Setup Instructions for the Remote Desktop
Connection Application

Procedure for Configuring "Remote Desktop Connection" to Access WTO computer
remotely.

3.1 Prerequisite for Remote Desktop Connection:

Before you start:
Have your WTO computer name ready. To find it:
1. Go to your WTO computer, first click on the Windows button or the

magnifying glass on your taskbar, then type "PC name", then open

"View your PC name".
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2. Write down the Full device name. You'll need this name (for example:
XXxxx.cwr.wto.org) when adding your WTO computer in the Remote

Desktop Connection app.

\\\\\

@ Home About

Your PC is monitored and protected.

3.2 Configure "Remote Desktop Connection”

1. Make sure you have Netskope VPN installed and connected.

2. From your windows computer, click on the Start (button) H and type

"Remote Desktop Connection”, then click on it to open it

B aicw Remose Desktop connection:
DAl WA EEMELREFL mITh Nattw

3. Enter the name of your Full WTO computer (enter computer name with

.cwr.wto.org) in the "Computer" field and then click on "Show options".
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4,

sktop Connection

| Remote Desktop
»¢ Connection

Computer 000000 CWT WhO. org |1 v

Username:  Mone specified

Youwill be asked for credentials when you connact.

2
"

Type your username in the format: CWR\username. If you have more

than one screen at home, click on the tab "Display" and select the

option "Use all my monitors"

Remote Desktop
»¢ Connection

2
Ganacal [Dispiay | Local Resources Expesience Advanced

Logen semegs
p . Ertue the Fame of the remots computer

Computer | oooom cwe wio.org

e i

You wilbe asked for credentals when you connect
[ Asow me 10 save credentais

Consecton sesngs

Sava fe cutant ccanacton SaBNgs 1o 90 ROP e 0r 0pen 3
}  sovedconnecion
Save SaveAs Open.

= Hsscpn =

Remote Desktop
»¢ Connection

2
Geoersl| Dispisy paience  Advanced
Display conbguraton
Choose the size of your remate deskiop. Drag the sider all the
way 10 the nght 1o use the &l screen

Smat Large

Foll Screen

[ 5 i my monsorsfor e remote sessica | *

Colors
Choose the color Gep of he remote ses3i0n.

” FHighest Quaity (32 b8

[Z]0splay e connaction bar when | use the i screan

Sp— o

Go to the lab "Local resources" and select "Settings" make sure the

options "Play on this computer' and "Record from this computer” are

selected, then click OK
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Remote Desktop
# Connection

[Sm——y

~ Remote Desktop
»* Connection

Ramote sudic playback
g (o]’
() Do mak plary

) Play on semote computer

Pl s e o ey

-  Record om e computer| 3

) ‘ G
6. From the tab 'Local Resources', go to "More" and check all the boxes,

this will allow you to use all your peripherals at home (headset,

webcam, etc). Click OK once you have finished.

.
Remote Desktop
» Connection

1
e e e e

[

G Contprn remime wa setog
Semrgs

gy Wnchos Ay combmmon

Remote Desktop
| »* Connection

Local dwvices wed

: e
7. After updating the settings, return to the General tab and select Save

As to save the connection. We recommend saving it on your Desktop

and naming it ‘WTO computer (PC name)’ for easy access
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8.

Remote Desktop
»¥ Connection

[Genersl] Display Local Ruscwces Expesence Advanced
Logon sesings
e . Enter the name of the remate compuler

Compuer | EETEESVERTR

ouwil bo asked for credentials whon you connect
] Atorw ma 40 sarve crodentials

Conneckion seSings
Save the cument connecion sefings 12 an ROP fle or cpana
) saved connection

o

something like the image below:

WTO

Computer
name.rdp

After you have saved the connection, you will have on your Desktop,

4 Subsequent use of Netskope VPN and Remote Desktop

4.1

p—

M @b

Connect Netskope VPN

Find the Netskope icon in system tray (bottom-right of the screen):

Windows: System tray (bottom-right of the screen).
Click the Netskope icon.

Select and click "Enable all client services”

Services
) Internet Security
) Private Access

Enable All Client Services

Private Access
Enable Private Access

Configuration

Save Logs...
Advanced Debugging
View Blocked Events

About
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4.2 Connect Netskope VPN

4. Click the Netskope icon s in system tray (bottom-right of the
screen)

5. A green check mark confirms that Netskope service is connected.
Services

@) Internet Security
) Private Access

You are now connected and can access the internet and Remote Desktop
Connection (RDP) to access your WTO computer through Netskope VPN.

e After connection, you will have access to WTO's internal IT resources like
intranet, network drives, and outlook only through a Remote Desktop
connection to your WTO computer. Access to WTO IT resources directly
from a private computer is not permitted.

e Internet traffic: When connected, your internet traffic goes through the
Netskope cloud, that helps protects from malicious sites.

e Disconnect (Disable all client services) if you do not need WTO access and

prefer direct internet access.

4.3 Connect to your WTO Computer and Work Remotely
1. Double click on the shortcut to connect to your WTO computer

remotely.

-

WTO

Computer
name.rdp

2. The first time you might see a message asking if you trust the remote
connection, make sure to select "don't ask me again for connections

to this computer' and then click on "Connect".
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8 Remote Desktop Connection

F | Do you trust this remote connection?
\/

This remote your local of re: e L Make sure that remcle competer
before you connect

& Type: Remote Deskiop Connaction

Remoli computer HOODOCK EWEWD. 00

| [ bont ask me agamtor commectons 1o fus computes

=) Show Datails Cancel

3. Enter your WTO password and click on "OK" to continue.

windows Security e

Enter your credentials

These credentials will be used to connedt Lo
xxxxxxx CWEWLO.00G.

Lastname, Firstname

CWR\Username

o] et

You might get an alert about the certificate if this is the first fime you access your
PC. Check the box don't ask me again and Click "Yes"

B, Remote Desktop Connection

]\r The identity of the remote compater cannot be verfied. Do
) YOu want 1o conmect ayway 7

The remcte could rot be auth due 10 problems with ts
securty cenficate. & may be unsafe 1o proceed
Centficate name
ol Name in the cenficate from the remote computer
0,009
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Centficate erors
The following emors were encourtered while valdating the remote
comeater's conficate

1 The centficate is not from a trusted cenfying authorty .

Do you want to connect desplte these centficate emron?

@eﬂln—tm.@m'«mmlnlmem«

o o

4. When you finish working, sign out of your Windows session to end the

remote connection.

4.4 Disconnecting Netskope safely

1. Click the Netskope icon s in system tray (bottom-right of the

screen):
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2. Select and click "Disable all client services.”
Services

& Internet Security
) Private Access

Privatehccus.
3. Your internet traffic will now go directly to the internet (not through

Netskope).
Services
) Internet Security
() Private Access

5 Uninstalling Netskope Client
From the Search bar, Type Settings and Open the Settings.

1 | o Settings

1. Go to Apps and Select Installed apps.
2. Search for Netskope Client.

3. Click on the three dots and Click on Uninstall.

6 Technical Support

In case you need technical support, please open a ticket at @ ServiceNow portal or
through the = ServiceNow Agent in MS Teams.
For urgent help with an IT problem, please call us on extension ¥, 5555 (+41 22 739

5555).
Learn more about <+ Service Desk call monitoring.
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https://wto.service-now.com/sp_wto?id=sc_category
https://teams.microsoft.com/l/app/6dcd4af0-4677-4215-af52-89e6aed44214?source=app-bar-share-entrypoint
tel:5555
https://wp-intranetworking/wp-content/uploads/service_centre_calls.pdf

